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Financial Crisis in the Modern Era
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GLOBAL IDENTIFICATION STANDARDS AND

BEYOND
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The Lehman Revelation
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Importance of Global Standards

• What happens when 

there aren’t global 

standards?

– Lack of transparency

– Inability to aggregate 

information efficiently

– No audit trail

GLOBAL IDENTIFICATION STANDARDS

• What happens when there are global standards?

– Regulators seeing that which they are mandated to oversee

– Aggregation capabilities within and across financial enterprises

– Traceability

– Global Straight-Through-Processing



The Issue of Business Entity Identification
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Fixing the Plumbing of Entity Identification 

is Essential to Counterparty Risk Analysis
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http://chiefexecutive.net/legacy-main-street-solution-proposed-for-wall-street/main-street-280-220
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Global Identification of Instrument, Contract 

and Financial Events Also Essential 



Lack of Global Identification and Faulty  

Reference Data Causes Operational Risk
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People Data Software

Exposure to Risk 

Significant operational risk is created as the consequence of the failed / insecure 
interaction of manual (operations) and automated (applications) with data



Extending this View to The Risk Dynamic
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Contemporaneous Determined Exposure to Risk Historically Determined  

(VaR in $/£/€ at Risk) 

Determining Risk Exposure contemporaneously through risk adjusting and weighting 

the notional values of product related transactions as they traverse operating 

departments and are posted to the firm’s general ledger

Projecting potential for 

future losses from 

historical frequency and 

severity  loss data



Other  Industries Have Solved their Global 

Identification and Data Issues Long Ago
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“Long lines were forming at checkout counters. Inventory 

management and price-labeling were manual and error 

prone. Labor-intensive check-ins stymied delivery to 

outlets. Error rates, pilferage and unaccounted inventory 

discrepancies began to soar. Leading retailers including 

Kroger Co. and A&P, along with manufacturers such as 

H.J. Heinz and General Foods, insisted the industry take 

on the task of solving these problems, for themselves, and 

leveraged available technologies to create one of the 

fabled success stories of the information age, the creation 

of the Universal Product Code.”

Dr. Robert Mark, Allan D. Grody,

The Financial Industry Needs Its Own Universal Product Code

American Banker

June 25, 2010
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Bringing  Automation through Data 

Tagging to Capture Data 
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The Direction Had Been Set in the 

Financial Services Industry as well

GLOBAL IDENTIFICATION STANDARDS

“The implementation of reference data standards has 

proven difficult.  With no global owner of reference 

data and friction between the needs of the domestic and 

cross-border market users, progress has been slow.  

Future progress will require greater efforts by market 

infrastructure operators and international institutions with 

global reach.” 

Final Monitoring Report,*

Group of Thirty,

May, 2006

*This report was issued after a nearly two decade implementation to shorten the 

settlement times in global capital markets following studies of the  causes of the US’s 1987 

financial crisis

Towards a Global Reference Data Utility...
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Recent US Regulators’ Solicitation of 

Interest in Standardizing Data

GLOBAL IDENTIFICATION STANDARDS

US Treasury’s 

Office of Financial 

Research (OFR)

Securities and 

Exchange Commission 

(SEC)

Commodities Futures 

Trading Commission 

(CFTC)

US Federal 

Reserve et al

“…prefer to adopt a universal standard developed and implemented by the financial

industry… through a consensus process… participation of international standard

setting bodies would be beneficial… by July 15, 2011… plans to issue a regulation

mandating the use of such a standard…”

“…unique opportunity to facilitate the establishment of a comprehensive and

widely accepted system for identifying entities that participate not just in the

SBS market, but in the financial markets generally…”

“…A common set of reference identifiers for participants and products could yield

significant efficiencies in both the public and private sectors… financial firms could

eliminate the use of multiple proprietary reference systems and move to a single,

widely accepted system…”

“…unique identifier format that is capable of becoming the single international

standard for unique identification of legal entities in the financial sector on a

global basis…”

Creating a Linchpin for Financial Data:  The Need for a Legal Entity Identifier

“… gather financial industry participants to explore the variety of issues. This

work could include encouraging market participants to host information gathering

sessions…”
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Recent  US Regulatory Comments 

Recognizing Global Implications

GLOBAL IDENTIFICATION STANDARDS

“Confidentiality of the reference data, particularly 

ownership information, is likely to be a hurdle that must 

be discussed and addressed. The international nature 

of the LEI requires flexibility in confidentiality 

because of legal and cultural differences across 

borders” 
Federal Reserve, FDIC, FINRA 

Legal Entity Identifier: What Else Do You Need to Know?

June 17, 2011
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Issue Moved from US Regulators to

G-20’s Financial Stability Board

GLOBAL IDENTIFICATION STANDARDS

Financial Stability 

Oversight Council

Annual Report  to Congress

July, 2011

“The OFR has also issued a policy statement regarding the establishment of a 

universal “legal entity identifier” that would allow the Council to aggregate 

measures of risk across the system; made progress in establishing a research 

network that includes academics from several universities; and initiated the planning 

process for creating a data center to set standards for financial reporting and to improve 

the quality of data that the Council and market participants rely on to manage risk.”

Meeting of the 

Financial Stability 

Board

Press Release July 18, 2011

“Creating a global “legal entity identifier” system. The FSB welcomed the progress of 

financial regulators and industry to establish a single global system for uniquely 

identifying parties to financial transactions, and agreed to arrange a workshop in the 

autumn to discuss the issues that will need to be addressed and how best to coordinate 

work to take this forward”

Legal Identifiers are 

Just A First Step in 

Financial Risk 

Management

Forbes July 28, 2011

“We see progress on this front as the FSB (Financial Stability Board, headquartered in 

Switzerland at the Bank for International Settlements) recently announced the 

intention to organize an LEI workshop later this year which will include regulators, 

policy makers and industry representatives.” Regulatory backing will be needed to 

ensure widespread adoption of the LEI standard...”
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G-20 Cannes Summit 
Final Declaration 
Nov 4, 2011

“

“We support the creation of a global legal entity identifier (LEI) which 
uniquely identifies parties to financial transactions. We call on the FSB to take 
the lead in helping coordinate work among the regulatory community to 
prepare recommendations for the appropriate governance framework, 
representing the public interest, for such a global LEI by our next Summit 
(6/2012” 



G-20 Cannes Summit Final Declaration 

– Data and Risk Management Agenda
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“Building Our Common Future: Renewed 

Collective Action for The Benefit of All”

G-20
4 Nov 2011    • Basel capital and liquidity

• OTC derivatives reforms

• Compensation practices

• G-SIFI policies

• Resolution frameworks

• Shadow banking 
GLOBAL IDENTIFICATION STANDARDS AND BEYOND



Looking into the Risk and Data Agenda of 

the G-20 and the Financial Stability Board
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Too Big to Fail “

Capital 

Adequacy

Derivatives
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Market 

Structure
“

Data Standards 

and Reporting

“

“We support the creation of a global legal entity identifier (LEI) which uniquely identifies 

parties to financial transactions.”… Prepare recommendations for the appropriate 

governance framework, representing the public interest, for a global LEI by next 

Summit”

“We need to ensure enhanced market transparency, both on cash and 

financial commodity markets, including OTC, and achieve appropriate 

regulation and supervision of participants in these markets”

“Implement fully and consistently the Basel II risk-based framework as well as the Basel 

II-5 additional requirements on market activities and securitization by end 2011 and the 

Basel III capital and liquidity standards starting in 2013 and completing full 

implementation by 1 January 2019.” 

“

All standardized over-the-counter derivatives contracts should be traded on 

exchanges or electronic trading platforms, where appropriate, and centrally cleared, 

by the end of 2012; OTC derivatives contracts should be reported to trade 

repositories … we commit to implement initial recommendations by IOSCO on 

market integrity and efficiency, including measures to address the risks posed by high 

frequency trading and dark liquidity, and call for further work by mid-2012 ”

“We are determined to make sure that no financial firm is "too big to fail" and that taxpayers 
should not bear the costs of resolution. To this end, we endorse the FSB comprehensive policy 
framework, comprising a new international standard for resolution regimes, more intensive and 
effective supervision, and requirements for cross-border cooperation and recovery and resolution 
planning as well as, from 2016, additional loss absorbency for those banks determined as global 
systemically important financial institutions (G-SIFIs). “



Key Regulator LEI Requirements –

Examples

• Self Registration

• Non-Intelligence

• Certification

• Unique Identifier Format

• Common Identifier System for Participants and Products

• Global Utility to Support Identifiers and Associated 

Reference data
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Unique Identifier Format
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Local /Regional 

Regulator and/or  

Designated  Registration 

Authority

Registration
Identification (RID) 
Database/Domain 

Name Server

614141 12345 2-CD*

Large Participant 
(Company)

6-digit RID

6-digit RID provides for initial 

1 million RIDs and 

capacity for 100,000 different 

LEIs/UCIs/UICs)

LEI/UCI/UIC = 

61414112345

RID= 614141

Single Participant 
(Individual/Company)

Single (1) 
LEI/UCI/UIC

Individual 

LEI/UCI/UIC = 

18123456789

LEI /UCI/UIC= 

18123456789 (+ 4 –CD*)

U3 Global Identification System

A Unique, Unambiguous and Universal Method 

and System for Assigning and Administering Global 

Standards for: Financial Market Participants, 

Financial Instruments and Contracts, and Financial 

Events 

*CD (Check Digit) - not necessary to be 
stored if  accommodating legacy systems 
limitations

LEI – US Treasury’s Legal Entity Identifier,
UCI – CFTC’s Unique Counterparty Identifier,
UIC – SEC’s Unique Identifier Code



Common Identifier System for Market 

Participants and Beyond....

GLOBAL IDENTIFICATION STANDARDS
20

Market Participant 

Registration ID 

(RID)

Local /Regional Regulator 

and/or  Designated  

Registration Authority

Issues Market Participant 

RID

614141 n..Legal Entity Identifier <LEI>

614141 12345
Financial Instrument / 

Contract Identifier <FII>

614141 12345  n.. 000001
Financial Event 

Identifier <FEI>

000000002614141 12345  n.. 
Financial Transaction 

Identifier <FTI>

Local /Regional 

Registration Authority
Registration Identifiers (Company/Individual) Transformations

Company assigns entity portion to create 

Legal Entity Identifier

Company / contract market assigns 

instrument portion to create instrument / 

contract identifier

Company / contract market assigns event 

portion to create financial event identifier

Company / contract market assigns 

transaction portion to create financial 

transaction identifier

00001

614141 12345
Financial Instrument / 

Contract Identifier <FII>
n..

Note: “n..” is for expansion 
digits and/or characters



The Global U3 ID System and Associated  

Reference Data

2121

 

Registry of Identifiers (RIDs) 

Legal Entity Identifier (LEI) 

 
RID - LEI Issuer/ 

Market/ 

Symbol 

Registration 

Authority 

(RA) 
614141123452 XYZ Corp 

 
RA #1 

614141111121 XYZ Corp 
 

RA #1 

501234567890 Acme Ltd 
 

RA #2 

311223344558 ABC LLC RA #2 

 
 

RA #1 
Reference Data for 614141123452 

LEI 614141123452 

Issuer XYZ Corp 

Entity Name XYZ Germany, GmBH 

Parent LEI 61414111211121 

Address 14 Blutstrasse, Frankfurt 

(etc) (etc) 

 
Reference Data for 614141111121 

LEI 614141111121 

Issuer XYZ Corp 

Entity Name XYZ Global 

Parent LEI  

Address 1600 Penn Ave, Wash DC 

(etc) (etc) 

(Reference Data Server A) 
Copy of Extended Reference Data for 

501234567890 

… … 
 

Copy of Extended Reference Data for 
3112233344558 

… … 

 

RA #2 
Reference Data for 501234567890 

LEI 501234567890 

Issuer Acme Ltd 

Entity Name Acme Ltd 

Parent LEI  

Address 10 Downing St, London 

(etc) (etc) 

 
Reference Data for 31123344558 

LEI 311223344558 

Issuer ABC LLC 

Entity Name ABC LLC 

Parent LEI  

Address 1313 Elm, Chicago 

(etc) (etc) 

 (Reference Data Server B) 
Copy of  Extended Reference Data for 

614141123452 

… … 
 

Copy of Extended Reference Data for 
6141411111121 

… … 

 

Access through 
Reference Data 

Registration 
Authorities (RDRAs)   

XYZ Corp Acme Ltd 
Register LEI 
Reference 

Data 
 

ABC LLC 
Register LEI 
Reference 

Data 
 

Global Identification Standards

GLOBAL IDENTIFICATION STANDARDS



Cost of Reference Data
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ANNUAL DATA MANAGEMENT COSTS PER FIRM (1)

(15Largest US Headquartered Global Financial Enterprises)

Direct Costs                                                                                                       Cost ($millions)

People and Facilities                                                                                               $  50 - $ 200

Data and Information 19 - 704 

Software and Systems                                                         2 - 57

Losses                                                                                                                       

Fails – DTCC                                                                                                       108

Fails – Federal Reserve                                                                                        25

Corporate Actions 29 - 103

Capital (preliminary)**

Internal Operational Risk Capital Costs                                                                    5 - 45

External Operational Risk Capital Costs                                                                    .4

______________

* *Basel capital rules yet to be implemented      Total                                           $ 238 - $ 1,242 (2)

1.Source: Operational Risk & Reference Data, Costs, Capital Requirements & Risk Mitigation A.D. Grody, F.C. Harmantzis, G.K. 

Kaple, updated Feb. 2007 - The study was based on 2004 and 2005  data for the 15 largest  US headquartered Basel II AMA  financial 

institutions. Journal of Operational Risk, Vol. 1, No. 3, 2006 http://ssrn.com/abstract=849224

2. Since this study  12 of these 15 firms have been merged, bought, or  liquidated. The resulting organizations are significantly larger 

and the annual average costs significantly greater per firm

http://ssrn.com/abstract=849224


Precedents for Industry Utilities
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1960 1970 1980 1990 2000 2011

CLS***  

SWIFT**

*     Omgeo, a joint venture of DTCC and Thomson/Reuters

**    Foreign Exchange Payments/Securities Messages

***   Foreign Exchange Netting and Settlements

**** Central Counterparty for Data management 

SCC/CCS/DTC/NSCC    DTCC           Markit 
PCSE/MSE/PSE                   OMGEO* Avox

CCDM****



Finally, Enabling Firm-wide Data  Management  to be 

Transformed into Industry-wide Data Management….
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…And for Industry-wide Data Management to Enable  

Enterprise-wide and System-wide Risk Management
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• Transparency

• Risk Aggregation

• Risk Mitigation

• Regulatory Oversight

• Cost Reduction

• Straight Through Processing
GLOBAL IDENTIFICATION STANDARDS AND BEYOND



Allan Grody

Email agrody@financialintergroup.com

Thank You

QUESTIONS?
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